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Zodliac Data Systems
Five facilities in the world

Turnover:

N Turnover Share Products

60%

R&D: 15%

Ground

Airborne

Staff: 600p

Growth: 7%

It cannot be duplicated or distributed without expressed written consent
19/05/2017 Page 3

Applications

A09%
40%

15%
Missions

ZODIAC
AEROSPACE



Zodliac Data Systems
Partner of the Spacefaring Nations

These lists are not comprehensive
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Zodliac Data Systems
Partner of the Aerospace Industry

Communication Satellite Operators Earth Observation Service Providers

*INTELSAT ‘f/' eutelsat SES* @AIRBUS _ SIMDA. pigitaicione ®PASCO

DEFENCE & SPACE

System Manufacturers

@ARBUS /. #05nG ot SIGGI W M KRWTOS
COHB ThilesAlena massErs Raytheon NEC s

.,._.....,.«,,\;.Space

P08
- Bl [

These lists are not comprehensive
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Zodliac Data Systems
Cutting Edge Technologies Serving Aerospace

Connecting Space,

Pionneering Innovation.

Communication
& Situational
Awareness

Satellite Observation B9 Launch & Air In-Flight

Check-Out & & Science

: Vehicle Telemetry Connectivity
Housekeeping  Telemetry

It cannot be duplicated or distributed without expressed written consent
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Satellite Check-Out & Housekeeping

Technology

«  Ground design & validation o TT&C (H/W & S/W) *  Quality Assurance
« LEOP IOT & Emergency recovery *Ranging / Semi-Active Ranging v Reliability & Accuracy
< In-Orbit Command & Control Passive ranging / WeTrack Services ¥ Product sustainment

. v Proven track-record
* Direct Sequence Spread Spectrum roven tracierecer

* Transmission Security (TranSec) Upgrade-ability
* Encryption / Cyphering V' Widest supported fleet

* Enterprise  Network  Distributed v Asset re-usability
Architectures

« Co-located satellite operations

« Constellation operations

i - i Thisdocumentisthe property of ZODIAC DATA SYSTEMS.
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Observation & Science Telemetry

Use case

« LEO Scientific Satellites
e Commercial & defense E/O

*  Space exploration
« Data-relay satellites

* Laboratory design
e Transmitters & Satellites check-

out

Technology

« S/X/Ka concentric feeds

*  Monopulse & S/W Autotracking
antennas

» Transportable antennas

*  FPGA high speed signal processing
(6Gbps)

* Variable Coding & Modulations

»  Cross polarization cancellation

e Powerful FEC (LDPC, Turbo...)

Zodiac Aerospace - Zodiac Data Systems
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Versatility & Scalability

v" Not tuned to only
mission

one

v Field & time upgrade-able

At technology forefront

v" Most advanced solutions
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Launch & Air Vehicle Telemetry

Use case

Technology

*  Launch pad tracking » Shipborne, transportable & fixed +  State-of-the-art solutions

antennas

» Downrange tracking V" Arianespace + many

- Re-entry vehicles + Single Channel Monopulse tracking

* RF &IF direct recording & playback .

* Injection on orbits Data availability & recovery

*  Link margin improvement (LDPC / V" Best-in-class link availability

. . . Equalizer)
* Aircraft & Helicopter Flight Tests ,
. « (CCSDS, CH10 & CH4 data handling
*  UAV datalinks & display *  One-Stop-Shop

« CH7 and legacy datalinks v From antenna to display

«  C-OFDM error-free datalink ' Airborne FTI & datalink

i - i Thisdocumentisthe property of ZODIAC DATA SYSTEMS.
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In-Flight Connectivity

Technology

Use case

*  Linefit & retrofit commercial IFC * Ka-band active micro-horns array *  Worldwide service
« Military airborne communications *  3-axis stabilization system V' Zodiac Aerospace support
« UAV high speed datalinks +  Composite & alloy materials - Equator crossing service

¢ In-house multi-standards modems v Use of 3rd axic

Zodiac Aerospace - Zodiac Data Systems Thisdocumentisthe property of ZODIAC DATA SYSTEMS.
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Communication & Situational Awareness

*  Space situational awareness

*  Spectrum awareness

«  Communication & Signal
Intelligence

* Interference identification &
geolocation

« Cooperative traffic identification
(CID)

Technology

Passive RF satellite triangulation
v Europe & Asia coverage
v USA (end 2017)

Software Defined Radio  (SDR)
architecture based on state of the art
hardware and a software suite for
signals Display, Detection, Recording,
Characterization, ~ Monitoring  and
Geolocation

Automated/scheduled full transponder
geolocation

Close circuit spectrum recording

Zodiac Aerospace - Zodiac Data Systems
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* FEasyto get

v TTAR free technology
v Off-the-shelf products

v" Online ephemeris service

* Easy to integrate

v" LibDiapason DSP libraries

ZODIAC
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SATCOM Monitoring

Facts

Zodiac Aerospace - Zodiac Data Systems AER%)OSEII\QZ%
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Geolocation & Monitoring
Missions and Tasks

Mission and Tasks of Space Radio Monitoring
= Spectrum efficiency evaluation — = m——

Diapasan £ svaun Biapasan 5] crosuesian | swhnelkd (8 v wben hes (338 (] mher

= Spectrum occupancy measurement
= Knowledge of the real spectrum usage
= GSO Satellite Orbit usage evaluation

= Signal parameter inspection
= RF & Digital parameters characterization
= Data recording for real-time and/or post-processing
= Signal Monitoring
= Policing the rules;
= Verification of orbital and spectral parameters;
= Search for interferers or for unauthorized.

It cannot be duplicated or distributed without expressed written consent ZODIAC ’J
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Geolocation & Monitoring
Technology trends

Latest technologies to comply with:
= HTS i

= Ka band;

= Spotted beams.
TDMA/MF TDMA

= Burst signal;

=  Frequency hopping.
Flexibility

=  Frequency Switching;

=  On board Processing;

= Cross-strapped Transponders.
Active Arrays

= Antenna Beam Shaping;

= Steerable Beams.

= Mobility

=  Mobile transmitters; = Constellations

= In-Flight Connectivity. = __LEO/MEO/HEOQ constellations
Zodiac Aerospace - Zodiac Data Systems {cannot be duplicated or drbetadwithout expressed witen consent ZODIAC
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Geolocation & Monitoring

Market Trends / Achievements

Market trends

Search for increase of beams
and spectrum efficiency

Increase of interferences
in complex and elusive contexts

Demand for policing
and higher QoS

Achievements

Snapshots Geo-Mapping of
transponder traffic.

Avaibility of top class satellite
ephemerides allowing
street/block class 2-sat
geolocation.

Satellite Orbital position
enforcement.

Comprehensive TDMA traffic
identification and geolocation.

Close circuit spectrum
recording for interference
prosecution.

100% succes rate CID.

Sharp interference
discrimination using carrier
cancellation.

1-sat geolocation for lack of
RF compatible mirror
satellite.

Continuous monitoring of the
traffic and quick detection and
reports on events.

Zodiac Aerospace - Zodiac Data Systems
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SATCOM Monitoring

Tool set

~ e ZODIAC
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Geolocation & Monitoring

by ZODIAC DATA SYSTEMS
Solutions & Services

-

Markets:

 Satellite Operators
* Regulatory Bodies
» Defense Agencies
* System Integrators

Y
D

Ephemeris Geolocation
and TDOA and mapping

\ services services /

~ |

i 1 e NAnHAZ

Services

AT

R

Systémes -, TTEEEE RS rigsn e o
& = | = | = I S il
Solutions
Satellite Ephemeris Geolocation systems Monitoring systems Carrier ID
Estimation

N /
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SATCOM Monitoring

Carrier ID

Zodiac Aerospace - Zodiac Data Systems AER%)OSEII\QZ%
19/05/2017 Page 18



Carrier ID

-
The Carrier ID is transmitted using spread spectrum technique.
Cio —
Hu::n:lttr
Soread Carrie
specinan Carries user

Modulated

Legit
Transmitter

At Satellite Monitoring facilities, the carrier ID is demodulated to find the
contact information and quickly point out the source of interference or to
check transmitter compliance with CID regulation.

P y It cannot be duplicated or distributed without expressed written consent ZODIAC '4
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Carrier ID Scenario

by ZODIAC DATA SYSTEMS
CID tests

Tests organized with the courtesy of Eutelsat and Work Microwave for the SIRG —

Signal lewel Central frequency GUID Latitude Longitude

- -69.9478 dB FS 1352501 kHz 0200:12:B4:FF:FF:01:02:5B
E} Uﬂ..-'"lE..""lS 16:14:54, board 1, RF 2, Complete detection

dBFS 1352500 kb D FE00-12- 06
E} UﬁﬂEﬂS 16:16:20, board 1, RF 2, Complete detection
. - -70.5766 dB FS 1352501 kHz 0:00:12:B4:FF:FF:01:02:5B  48%03'05"MN 11°39'35"E IABG / WORK

E} 06/18/15,16:19:12, board 1, RF 2, Complete detection
. L _A7.6192 dB FS 1354501 kHz 0:00:12:B4:FF:FF:00:12:D  51°08'59"M 4°11'23"E

Bad Boy

Global Unique Identifier (GUID) Transmitter Coordinates Operator Defined Message

7 odiac Aerospace - Zodiac Data Svstems Thisdocumentisthe property of ZODIAC DATA SYSTEMS.
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SATCOM Monitoring

COMSAT Ephemeris Estimation

Zodiac Aerospace - Zodiac Data Systems AER%)OSEII\QZ%
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e

Mgnitorig tellite orbital position
= -

Purposes:

* To do passive ranging;

 To improve geolocation accuracy ;
» To retrieve measurements quickly after manoeuvre,

 To securethe satellite withthe surrounding
environment;

« To do big antennapointing;

« To preserve performances, interoperability and quality of _.
satellites communications... B

7 odiac Aerospace - Zodiac Data Svstems Thisdocumentisthe property of ZODIAC DATA SYSTEMS.
P y It cannot be duplicated or distributed without expressed written consent ZODIAC

19/05/2017 Page 22 AEROSPACE




WeTrack Service 24/7

by ZODIAC DATA SYSTEMS
ZDS provides TDOA and Ephemeris based on Passive Ranging

—

—

/ /,
LIV T {%/;} /A

s P77/
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SATCOM Monitoring

Geo-mapping

Zodiac Aerospace - Zodiac Data Systems AER%)OSEII\QZ%
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Geo-Mapping SATCOM transmitters

Purposes:
« To facilitate rapid identification of interference
* To check registered transmiters location;

* To catalog transmitter positions before satellite
transition (global beamto spot beams)

US DeptiofiState:c
©2016.Goo

 To Maximize Quality and Availability of Service B : - 50 NoAA US Na

Slmage Landsat [ Cd
i

i _ i Svstems Thisdocumentisthe property of ZODIAC DATA SYSTEMS.
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Geo-Mapping SATCOM transmitters

Method:

« Two satellites geolocation using TDOA/FDOA
measurements;

« Automated geolocation process;
« Simultaneous geolocation (up to 32 at the time);
* On eventsrecording capabilities ;

: : : - US DepllofiStat
» Clean cancellation of adjacent satellite or . BTG
interfering signal for a better signal sensitivity. QR 12ge Landsat / Cf
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Geo-Mapping operation

by ZODIAC DATA SYSTEMS
Target Manager

M HyperTask manager: CAUsers\saffrelhypertask\Geolocation_of all_carriers_in_a_transponder2017_04_27 18
File Settings Dstabsse Tasks Tools Showisw  Help
Detected §located carriers
View: o fiter +|| Resuts AN 60 tems Bae¥tE
relickh [kH SR 46 | ceupstion [% ssn TOOM 1] b, TDOA [uslan FOOA [H]td. FOOM [He| Pesk lsvl |on [ stdeg], lorl) lipss sizs [k, ki, deg  Stabus | *
MO0 643 0000 -512.7a% 007 l60S4150 0.0 1329 [15.943, 2.379) (19.7%, 1,49, 7.06) Dons
29.318 6,82 100.00 -436.0311  0.0272 1615.4781 0.0011 117.80 {16,433, -3.677 ) ( 18,06, 1,44, 6,77} Done
M3z 750 10000 4822537 0028 16LLI419 0.003% 1983 {16,267, -0.047 1 { 1935, 1.5, 7107 Done
WLz 768 10000 -43.5909 0.0699 1619.2987 D0.00%4 628 (16,740, -2.992 1 (17.74, 1,72, 798 ) Done 1
HaE 755 10000 4145414 03111 15954181 0.0ME 467 {14,700, -6.002 1 (1590, 1.64,7.24 ) Done i
seam 74 10000 4945806 DALEZ 16045990 D005 57 [15.717, 0,509 ) (20,54, 149,675 ) Done
M3 7 10000 4552004 02104 1SSAAISS .00l 11dn [15.032, -2.561 ) (19,15, 161,720 Dons
a70.5e 7S 10000 492035 D06S 1630221 .00 62 [16.435, 1429 (17.7%, 1,70, 606 Dons
w03 7,23 10000 4440443 DORIT  1SSRS44L 00T 9 (14526, -4.083 ] ( 18,86, 1.63,7.27) | Done
29.318 778 100.00 -479.1425 0.2759 1651.4890 0.0025 8.81 (19.478, 0.860) (17.32, 1.68,8.23) Dong
.05 .83 10000 4750180 0.03% 16611379 D.00%5 2455 {20,272, 1000 {1652, 1,99, 7.63) Done
13 1681 10000 3390180 0.0485  1GFLISSY .00 1036 (39,496, -0.478 1 (2,24, 1,72, 81,90 Done
w3 7.83 10000 -659.2748  D.0S3F  1763.3634 D.00II 65 (31779, 35.294 (3360, 1,45, 754 Done
BATS0 773 10000 0476 D319 4034384 0005 1LIS (0451, 9.435) (5755 1,36, 589 Done
w05 761 10000 -B42.0300 003G L3AATH 0.0DM 1766 (0,346, 32746 ) (52,18, 1,42, 2.01) Dons
wee0 991 o000 -270.e7ER Dl 170070 00014 2242 [22.575, 14344 (11,10, 2,69, 15,43 ) Dons
waed 7,32 10000 439413 00264 16173730 00011 ASLGS (16.43% -3.675]( 168,04, 145, 6.74] Dans
i2.626 10.25 100.00 -286.4272  0.0704 17474276 0.0012 42,86 (26,734, -11.694 (8,25, 3.31, 23,92 Dong
B2 BAS 10000 7305539 00217 1314985 0.0020 4220 {-4.267, 15.538 ) (49.25, 1.50, 2,99 ) Done
HLstE 904 10000 -660.2830 D156 L403.7814 0.0023 1413 [0.451,9.427) (37.55,1,36,389) Done
5503 673 10000 7IE.GI06 09941 14694136 D.0031 506 (5,725, 19.126 ) (43.25, 1,32, 381 ) Done
e 8 10000 2920005 D039 LFLLOZSS 00011 746l (23,486, -12.759 10,44, 2,77, 16,75 ) Done
Mo w17 10000 3005648 DORG3  17RALZL 0.0 3554 [26.240, -1, 162 (867, 3,16, 22019 Dons
4305 wee o000 3090403 D04 L70SER9 .0 SRGG [ 26,156, -10.540 (8,79, 3,08, 21,37 ) Dons
4220 was 0000 29334 DOSIG 16017 .0MME 45 [22.221, 413154 (11,34, 2,59, 14,70 Dons
35.727 9.56 100.00 -320.8953 0.0413 17425028 0.0012 62.51 (26,344, -9.543 ) (8,82, 3.00, 20,95 ] Dong
9880 904 10000 2822361 00767 17190029 D.00MZ 3553 (24.125, -13.357 (9.96, 2,94, 18.30) Done i
< n L3
sl P nd dstsrted rarrisrs
¥
H
kA
Gy
3820
Frequency [MHz]
Shiw mirror tarsponder

Operations
Main

~ Started

get_psdi)
et_rumber_of_sanples_to_load
et_mmber_of_sanples_to_load
get_psdi)

sget_psd()

_init__ ()

s init_ ()

detect i)

sdetecti)

detect ()

detect i)

Somogran: : get_sonogrem ()
Sonogran::get_sonogram()

B | |Sampler monitar

]

Sampler manitor: IFolP V2 (through sampler service)

RF monitars

RF 1 [ Resdy
i RF 2 O reaay
Computed new PSD with M = 12 *
FFT size = 32768 (51Z dome / RF 3 O ready
Load controlled by carrier E
Computed new PSD with M = 1% RF 4 [ Resdy

Used former FSD with M = 134
Resolucion = 6.10e+0Z Hz, mi
Method: oas, types: £, F, 10
Starting with base std = 0.€
Computing S62 kernsls

First frequency demain splic

Servers pool

Sampler monitor daemon {IFoIP ¥2 (through sampler service))

» Started

Task 9: “Geolocation of all carriers in a transponder™

» Complsted

Task 8: "Geolocation of all carriers in a transponder™

b Completed

B X || Global map
Lafitude = 353417 deq, longitude = 75586 deq || Make measures
Ep——

% Jeddah
Y JEDBIAH

. = emate methe| rver IP addreietary server|  Timeodt | Selection Busy
terate on frequency domain
Sonogrem valid, used former Hane 127.0.0.1 7800 1800.0 ] False
Using current TF with reselv
etiuste optimow saupling zc Hane 127.0.0.1 7901 1800.0 ] False
earrier 0 ||| were 127.0.01 7902 1800.0 < False
v || mone 127.0.0.1 7903 1800.0 « False
Actions
Launch local selected servers
||| Lestsstecieu sorvrs
Shutdown selected servers
Task monitor
Task name: G of all carriers in & transponder
[ status:Ready
[ Start Stop
B X | | Selected carrier detalls
Zoom level (4.00 Detals | Map | Measurss | Phase path

Lafitude = -25.2459 deq, longtude = 14.4827 deg [ | Make measures  Zoom level (9.0)

* Hal :
Manssa
Ot il hansta

it~

ax
Bx
DBE&E
Test result |

Server ready
Server ready
Server ready |

Server raady

Bx

Bx
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Geo-Mapping scenario
by ZODIAC DATA SYSTEMS
Automated geolocation of SCPC carriers

-;'

US Dept ofiState/Geographer, Sl paaes . I‘G ' .
RIONIMES. ) ﬁ( o, 0_09 (% Ea f h

16 Google y 5L

Data SIO; N

Date des images satellite : 14,;’12/2015' 4939'38.81"N.#14°09'09.14"E élév. 640 m,  altitude 6281’!75 km

Zodiac Aerospace - Zodiac Data Systems Thisdocumentisthe property of ZODIAC DATA SYSTEMS. ZODIAC
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Geo-Mapping scenario
by ZODIAC DATA SYSTEMS
Geolocation of TDMA carriers

Example Case:

« Geolocation of transmitters
active at time of record

» Possibilityto associatethe
position with the transmitter ID
in casethe geolocation system
Is interfaced with an ID

extractor
« Accuracybetter f e
do677:5403 iz (D]60)

than 5km X%, i

(éémakry N Guine ;

Freetown{%’ AL, « X
o ‘ Y Cote dilvoire i
Monroyiakt, Libéria & N YoM T /"j Ghana
Zodiac Aerospace - Zodiac Data Systems Thisdocumentisthe property of ZODIAC DATA SYSTEMS. ZODIAC
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SATCOM Monitoring

Interference Mitigation

~ e ZODIAC
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File Display Actions Help

Interference Mitigation

by ZOD[A C DA TA SySTEMS Frequ;nﬁc:; ::::Iutiun Time resul:::z’;:.:? is v] Context| Fixed satzlite = Msz E E
Interference description e

|
o
@

1. Theinterferencehasbeenaround several weeks,
interferingwith several transponders, uplinking
and disturbing aspectrumrange spreading at
least between 14180 MHz and 14240 MHz

2. Signalis both sweeping, bursted, alternating
extremely narrow (closeto CW) to fairly
consistent bandwidth (>400kHz), alternating
frequency hopping and somewhat frequency o0
steady (afew secondslong)presence

3. Signal Analysisgives no conclusive modulation
hint. Burst period seems quite consistent. o0

4. Spectral occupancy and frequency stability
being very erratic, defining acentral frequency to
the interference may be quite challenging and
sometimes prone to uncertainty.

PSD (dBm/Hz)

!
o
=

Time (s)

200 ms

100 ms

12698 MHz 12700 MHz 12702 MHz -02 -00 -8B
Frequency Power (dB)

i - i Thisdocumentisthe property of ZODIAC DATA SYSTEMS.
Zodiac Aerospace - Zodiac Data Systems property ZODIAC
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Interference Mitigation
by ZODIAC DATA SYSTEMS

Interference recording

Measurements could be performed by taking
advantage of ZODIAC DATASYSTEMS CGL
Geolocation Recording capabilities, by using
moments when the interference was coarsely stable.
For most cases, recordings of 16 seconds duration
over 5MHz of bandwidth. This increases the chance
of catching a sufficiently long presencetime of the
signal of interest, while giving also sufficient
bandwidth to perform carrier cancellation on
potentialblocking carriers onthe mirror satellite.

L
Zodiac Aerospace - Zodiac Data Systems
Page 32

File Display Actions Help

Freguency resulutiun Time resulutiun Context Fixed satelite E E

Time (5]

12722 MHz

PSD (dBm/Hz)

450 ms

400 ms

350 ms

300 ms

250 ms

200 ms
12722 MHz 12724 MHz

12725 MHz

frequency

12726 MHz

12728 MHz

IESURRTNY | OSSR S | ORI | DA ¢

-02-90-36-86-84
Power (dB)
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Interference Mitigation
by ZODIAC DATA SYSTEMS

Geolocation result

Measurements were performed regularly overseveral
days
Several points should be noted:

1.

Zodiac Aerospace - Zodiac Data Systems

The measurements consistently fall on the same
TDOA line. Interference sourceis thereforevery
likely to be along this line.

The previousfactrules outthe possibility to have a
moving target.

The uncertainty on the center frequency explains the
diversity along theline.

Whenthe signal is presentoverseveral seconds, it
is fairly easy to get a Main-Mirror signal correlation,
which,inthis configuration, should be the sign of a
relatively small size transmitter.

As aresult,the displayed FDOAlines (Doppler
difference effect-in red) have somediversity across
measurements.

Page 33
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Geolocation
b y ZODIAC DATA SYSTEMS

Conclusion
The datafeeds into the geolocation system makesthe —— 5
differenceon the interferencelocation success and te | | o 1
accuracy. l RN
* Interferencerecords ' ,
Vap Leng -

o Automatically detected and recorded by
CSM
« Ephemeris
o Automatically feed into the system
* Mirror satellite selection
o Automatically selected by the system
 Referencecarriers
o Constantly checked
» Carrier cancellation on mirror satellite
o Automatically cancelin casethereisa
carrieron mirror satellite f:=110968"3000 MHIZA({SHIRO
* ID extraction for TDMA/MF TDMA carrier 4
« Automated geolocationin orderto catch all
users at the time they are transmitting.

7 odiac Aerospace - Zodiac Data Svstems Thisdocumentisthe property of ZODIAC DATA SYSTEMS.
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Any questions ?

Thank you for your attention

; — Zadi ZODIAC
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